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[Introduce myself]

Thank you for joining our workshop on cyberbullying, ethics and empathy.

I’d like to acknowledges that I am speaking from the traditional unceded and occupied lands of the Algonquin Anishinaabeg. With gratitude, we acknowledge the territory to reaffirm our commitment and responsibility to building positive, respectful processes and relationships with all First Nations, Inuit, Métis and Indigenous Peoples. 
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MediaSmarts is Canada’s bilingual centre for digital media literacy, a registered charity that has been conducting research, developing resources and advancing digital media literacy since 1996. 

All of our resources and workshops are grounded in the best available evidence and research, including our ongoing study Young Canadians in a Wireless World, which has been ongoing since 2000. This internationally renowned study is foundational to all the work that MediaSmarts does and will continue to inform policy and set benchmarks for research on children’s digital lives. 



What is
cyberbullying?



Presenter Notes
Presentation Notes
Let’s start by defining what we mean when we talk about cyberbullying.

The term can be a bit misleading, and sometimes doesn’t mean much to kids. Unlike the traditional idea of bullying, where there’s a difference in power or strength between the perpetrator and the target, a lot of the activities that adults would label as cyberbullying happen between people of roughly the same status. It’s also sometimes hard to tell between the target and perpetrator in a cyberbullying scenario. 

Because kids tend to think of “cyberbullying” as something other kids do, in our research we ask them about their experiences with mean and cruel behaviour online.


How common is it?

1 in 6 Canadian kids have been
mean or cruel to someone online

1 in 3 have been targets of mean
and cruel behaviour

Half of those who have been
targets have also been
perpetrators
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What has that research found?

First, the good news: just one in six Canadian youth has ever been mean or cruel to someone online. 

The worse news: one in three have been targes of mean and cruel behaviour. 

If we look specifically at Ontario, the Student Drug Use and Mental Health Survey found about the same number of perpetrators and slightly fewer targets (around one in four). Both of these numbers are similar to findings from other countries like the US and the UK.

One example of how complex cyberbullying is that almost have of youth who have been targets of it have also been perpetrators, and almost all perpetrators have been targets.




Who does it and why?

There is no single profile of a Half say they did it to get back
child who bullies for something done to them or a
friend
Half say they were “just joking
around”
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Why is there such a strong connection between being a target and a perpetrator of cyberbullying?

It’s not because there’s a particular kind or type of child who cyberbullies others, but the reasons why youth cyberbully do have something to do about it.

First, MediaSmarts’ research found that half of youth who had cyberbullied someone said it was because the person had said something mean or cruel about them or a friend first. That means both parties in a cyberbullying scenario will likely see themselves as targets.

About the same number say they were “just joking around” when they did it. When social norms excuse mean and cruel behaviour as “just joking,” it’s easy to see how people who are targeted might do the same thing back to others.

While these are the two most common reasons for cyberbullying, they are not equally common among all youth: girls are significantly more likely to cyberbullyo others in response to someone hurting them first (42 percent, compared to 26 percent of boys), and boys are more likely to say they were “joking around” (60 percent, compared to 44 percent of girls.) 


boys are more likely to report "joking around" as their reason for this behavior (60% of boys compared to 44% of girls)
Girls are more likely than boys to engage in online meanness and cruelty in response to someone hurting them first

[Note that totals add up to more than 100%)


Where does it happen?

Social networks
Texting and instant messaging
Multiplayer games
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Cyberbullying happens in all of the places where youth spend time - social networks, texts and instant messenger apps, and multiplayer games. Though different apps and platforms put more or less effort into moderating, responding to cyberbullying incidents, and promoting positive social norms, any way that youth can communicate online – from comments on videos to shared Google docs – can be a way of cyberbullying.




Who experiences it?

Youth with one or more
disabilities, racialized youth
and youth who identify as
2SLBTQ+ are all more likely to
be targets...

... but anything that makes
them stand out can also
make them a target.
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MediaSmarts’ most recent research found no gender differences in whether youth had experienced or engaging in mean and cruel behaviour. However, youth with disabilities, racialized youth, and 2SLBTQ+ youth are all most likely to be targets. Anything that makes youth stand out—like having a larger body or lacking custom character “skins”—makes them more likely to be targeted.


How does it happen?

Name-calling

Gossiping

Exclusion

Sharing private content
Impersonation
Cyberstalking
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Verbal or emotional abuse is the most prevalent form of bullying online. Social bullying, another pervasive form – particularly with girls – includes social exclusion and spreading gossip and rumours. 

Making public content that was meant to be private – such as photos or videos – is another frequent bullying activity and is particularly common in the context of relationships. Finally, bullying may take the form of impersonation or spoofing, in which the perpetrator actually represents themself as the target. 

Other forms include sharing private content (photos/videos) and impersonation. Online relationship violence, including cyberstalking (constant surveillance), exploits youth's constant connection to the digital world. Targets often cannot block abusers without withdrawing completely from their social lives.


How does it affect kids?

Kids who experience or
witness cyberbullying
have worse mental and
physical health ...

... and so do kids who
cyberbully others.
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Being a target is associated with a greater risk of poor general mental health, depression, anxiety, headaches and sleep problems. It also makes youth more vulnerable to being radicalized by hate groups or movements. 

Gossip and social exclusion have an emotional impact similar to threats or identity-based attacks. 

It’s not only targets of cyberbullying who experience these effects. Youth who witness it – and those who perpetrate it – do as well.



Bullying is not a rite of
passage; it is not a necessary
part of growing up. It is
critical that adults send a
clear message that bu((?\img
behavior is wrong and has to
stop. When bullying is not
challenged, it is allowed to

fester.
Mary Gordon, Roots of Empathy
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While it may be tempting to dismiss things like gossip or social exclusion as being less severe than other forms of cyberbullying, recent research has found that they have an emotional impact similar to threats or attacks based on someone’s identity. 

As Mary Gordon, founder of the organization Roots of Empathy, puts it, “Bullying is not a rite of passage; it is not a necessary part of growing up. It is critical that adults send a clear message that bullying behavior is wrong and has to stop. When bullying is not challenged, it is allowed to fester.”


How does it happen?

Griefing

Drama
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Young people, however, often do not consider think of these as cyberbullying, but rather “griefing” or “drama.”

It can often be hard to say who’s the perpetrator and who’s the target - which is one reason why youth prefer not to see drama as a form of bullying at all. As the name suggests, drama is in some ways a public performance being done for friends and peers, and friends will often give their support to one or the other person involved.

They may “not consider boys’ bullying behaviors to be bullying because they aligned with masculine gender norms,” while the relational bullying stereotypically associated with girls may lack the conscious intent to harm they see as being an essential element of cyberbullying. 

May youth also prefer not to frame what they are doing (or what is being done to them) in terms of bullying. Partly this is because they consider bullying to be a juvenile behaviour, associated with elementary or middle school, while “drama” and “punking” are more adult. More importantly, avoiding the term “bullying” is helpful for both perpetrator and target because it obscures the power imbalance between them – the perpetrator does not have to see themself as a bully and the target does not think of themself as a victim.


How does it happen?

Griefing
Drama
Harassment

Relationship Violence
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Harassment is the pattern that is most like our traditional idea of bullying, in which one person (or sometimes a group) is “picking on” someone else. If more witnesses to drama support one person than the other, though, or something else happens to weaken one person’s social status, drama can easily turn into harassment.

Finally, relationship violence may happen partly or entirely through digital media. According to a 2020 study, 28.1 percent of youth aged 12 to 17 years old who had been in a romantic relationship in the last year said they had been the victim of at least one form of online digital dating abuse.


What can we do

about it? ’
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That’s a quick overview of cyberbullying in Canada. But what can we to help our kids deal with it?


Help your child curate their online world

Provide other channels for chatting with friends during games

Show them how to Mute, Block and Report
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The easiest protection for younger kids is limiting who can contact them. For games, encourage using separate chat apps like Messenger Kids to talk to offline friends while playing. 

Ensure children know how to Mute, Block, and Report people who harass them– and that they know they have a right to do all of those things.;




Be your child’s media coach

Set clear household rules that:

Communicate values

Give kids a chance to earn trust

Foster independence

Explain how and when to do something

Be the beginning of a conversation, not the end
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MediaSmarts’ research has shown consistently that household rules about internet use do make a difference in how kids behave online. Youth in homes with clear rules are less likely to engage in online meanness and cruelty and, if they do, are less likely to say they were “just joking around.” They are also more likely to respond when they witness online meanness and cruelty and to ask their parents or guardians for help.

But rules shouldn’t be just a list of “Dos” and “Don’ts” or focused on punishment. Instead, rules should:

Communicate the values you want your kids to live by;
Give them a chance to earn your trust;
Help them to become more independent;
Give them routines or procedures that tell them the right way to do something; and
Be the beginning of a conversation, not the end.



Be your child’s media coach

Set clear household rules:

Rules for young kids should be
specific

Rules for teens should focus on
goals
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Rules for young children should be specific: What to do and how to do it in different situations.

Rules for teens should be more about “gist” – the goal of the behaviour.

For instance, a rule for small kids about downloading new apps might be “Ask me before you download anything. Tell me what you want to download, and I will make sure it’s safe.”

The same rule for teens might be “Take good care of your device. Only download apps you think are safe, and let me know if you’re not sure.”

But teens still can’t reliably apply very broad principles to specific situations, so rules have to be more specific than “Be careful online.” 


Be your child’s media coach

Set clear household rules

Encourage open communication
over surveillance
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Encourage open communication over surveillance. When teens trust parents to listen without judgment, they report scary experiences earlier. This trust enables vicarious supervision, preventing misbehavior even when unsupervised.

Spying on your kids, on the other hand, should be a last resort: it tells your kids you don’t trust them and makes them focus on avoiding your surveillance instead of getting help. Limiting their online access may also be ineffective, as hurtful content and rumors can spread even when a child is offline.
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Dr. Katie Hurley, Senior Clinical Advisor for The Jed Foundation (a nonprofit dedicated to teen and young adult mental health and suicide prevention), has said “Teens will approach their parents for help with social issues if they believe their parents will listen without judgment.”

So when your kids do come to you, make sure you respond with support, not a lecture.

Focus on solutions rather than blame. The most frequently reported reason why teens didn’t come to their parents for help was because they worried the parent would react negatively – punish them for what happened even if it was not (in the teen’s eyes) their fault.

Help them see setbacks and challenges as useful to growing.




Be your child’s media coach

Set clear household rules

Encourage open communication
over surveillance

|ldentify sources of support



Presenter Notes
Presentation Notes
As tweens and teens become more independent and private, help them to identify sources of support other than you. Ask them, “If there was something bothering you that you didn’t feel comfortable talking to me about, who could you talk to?” Make sure they know about online counseling services like Kids Help Phone and 1 Call, 1 Click as well.

Support from parents still matters for teens! Recent research has found that young people who only received support from their close friends when experiencing cyberbullying reported much higher symptoms of depression and anxiety than those who got report from a wider range of people.


Be your child’s media coach

Set clear household rules

Encourage open communication
over surveillance

|ldentify sources of support

Watch for teachable moments
while co-viewing
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TV shows, music, video games and advertising can all reflect unhealthy attitudes like possessiveness, conflict and even violence as being normal, but we can also make a point of highlighting when characters in media are being kind, compassionate and supportive and, for younger children, clearly explaining moral lessons in media.

It's especially important to speak up when you are watching something with your child that you find problematic, like if we’re encouraged to laugh at mean put-downs, or if jealousy or controlling behaviour are shown as being romantic: when kids and parents watch things together and parents don’t speak up about the parts they don’t like, kids conclude that their parents approve of it.


Tools for managing feelings online

Help build their emotional toolbox:

e Name and validate emotions
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It’s also important to help kids build their “emotional toolbox,” so they don’t make things worse if something makes them angry or upset.

Here are some specific techniques kids can use to manage their feelings:

Name and validate emotions: When emotions are running high, acknowledge, label, and validate their feelings aloud. Use precise labels for intense emotions, like annoyance or dread. This helps your child recognize that their feelings are normal and that others experience them too.




Build their emotional skills

Help children learn to recognize
and talk about their emotions
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With younger children, helping to develop empathy and emotional health are key. Helping kids develop their emotional vocabulary, and fostering the habit of talking about their feelings, can also make them more resilient to negative online experiences like cyberbullying.

Children’s books and other media can be a great opportunity to do this. When you see a picture of someone sad, ask your kids to think about why they might be sad, and how we could help them if we were there. 


Build their emotional skills

Help children learn to recognize
and talk about their emotions:

How do different emotions feel in
our bodies?
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Help them to recognize the physical signs that tell them they’re upset or scared – like feeling tense or having a racing heart. (We sometimes aren’t aware that we’re feeling those, but they still affect us!)

 –  and encourage them to get offline for awhile until they calm down. Sometimes waiting a day before responding makes all the difference in the world. (And it’s a good habit that adults should also consider.)




Tools for managing feelings online

Help build their emotional toolbox:

* Name and validate emotions
e Slow down

* Shift your feelings

* Use self-coaching

e If... Then planning
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Teach them to slow down when they feel those strong emotions – for instance by counting backwards from ten.

Encourage your child to pause, breathe, and establish emotional space before reacting. They can intentionally use "shifters," like listening to music, to influence their mood. Physically changing spaces (like going for a short walk, especially to a green space if possible) shifts the information coming in, which can change their attention and perspective. 

Older kids can learn to use self-coaching to gain distance, by silently coaching themselves through the problem using the word “you” or their own name, acting as if they are advising a friend. This technique provides emotional distance and helps reduce negative emotions quickly.

If kids often have strong feeling when online, , teach them "If... Then" planning. This avoids an automatic reaction by connecting a tough emotional moment ("If I start feeling really angry...") to a planned, helpful action ("...then I will take three deep breaths!"). The "If" is the emotional obstacle—like feeling frustrated or challenged—and the "Then" is the solution. This trains them to slow down and choose a better response.



Tools for managing feelings online

Specific tips for online
Interactions:

* Imagine they’re next to you
* Try to assume the best
* Talk things out offline

* Don’t have your posse back
you up
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When we engage with people online, we don’t get a lot of the signals – like tone of voice or body language – that help us understand how a person feels and make us feel empathy. So people may over-react and read something neutral as being negative. �
Here are some ways of overcoming that, and of consciously reminding ourselves to feel empathy:

Imagining that the person you’re interacting with is next to you. What expression do you imagine they have on their face? If they were speaking what they “said,” what would their tone of voice be like? Is there a way to interpret what they’ve said or done that assumes they didn’t mean to make you mad?

If possible, try to talk to them face-to-face before responding online, so that you have access to all of those “empathy clues.” 

While it can be valuable to turn to friends for support, kids should rely on the people who both let them vent and help them get perspective. Having your “posse” back you up can make angry feelings a lot more intense. It can also make the drama spread and turn into a much bigger conflict.




Tools for managing feelings online

Discourage “sneaky excuses”

... but don’t make bullying seem
more common than it is.
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The use of the term “drama” is an example of moral disengagement, the “sneaky excuses” by which we convince ourselves that it’s acceptable to do something we know is wrong, or to not do something we know is right. 

Youth often overestimate how common – and therefore how socially acceptable – things like sexting and bullying actually are, which has an effect on how likely they are to engage in it. 

The good news is that when they’re made aware of how uncommon these behaviours actually are, they’re less likely to engage in it.  




0gnizing unhealthy relatic

* Control

* |solation

* Humiliatio
* Surveillanc
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Once they reach the tween and teen years, we need to start teaching them about healthy relationships – and how to recognize unhealthy ones. 

Tweens and teens need to be taught to recognize the warning signs of an unhealthy relationship such as when one partner tries to control, isolate or humiliate the other. Surveillance – whether that’s using spyware or simply expecting someone to let you see their texts or to “check in” all the time – is too. 

Young people look to social norms – including their families, their peers and media – to see what is normal in romantic relationships, as well. As kids start to get interested in relationships, make sure you’re aware of what they’re watching, playing and listening to and be ready to talk about ways that they depict relationships - but we can also make a point of highlighting when characters in media are being kind, compassionate and supportive. 



Empower withesses

Teach a range of actions, not just
"stand up”:

Document
Distract
Escape
Mediate
Comfort
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The response of witnesses – whether it’s to intervene, join in or simply do nothing – can make a tremendous difference in the impact of a bullying incident. This is one reason why bullying incidents and relationships may be made more severe when there is an online component: when bullying takes place in an online environment, it may be witnessed by the target’s entire social circle. 

Most youth want to intervene, but fear becoming a target or making things worse: justy one in three find the advice to "stand up" publicly helpful.

Instead of telling youth to report and intervene each time they witness bullying, we can teach them to think of themselves as active participants in the situation and to consider different approaches for different situations, such as:

Documenting the bullying so that it can be reported later;
Distracting the perpetrator (for instance, by changing the subject);
Helping the target to escape the situation;
Mediating between the target and perpetrator;
Talking to the perpetrator (preferably in a private online space or face-to-face); and
Comforting the target privately and asking them whether and how you can help. Even if there isn’t any thing your child can do right now, just reaching out can be a huge help: many targets of cyberbullying say the worst part of the experience was the feeling that everyone agreed with what was happening.






Empower withesses

Encourage calling in over calling out
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One approach that applies both to cyberbullying and the less severe forms of online hate is to teach youth to call someone in, rather than calling them out. Calling in starts by assuming that the person didn’t mean to hurt anyone by what they said or did, while being clear about what they said or did and why it was hurtful. Calling in usually happens in private (for instance, you could send them a private message), so they aren’t ashamed or embarrassed. Calling in can be done using phrases like “I’m sure you didn’t mean anything bad, but did you think about how somebody else might see it differently?” or “I’m really surprised to hear you say something like that. It doesn’t sound like you.”



Empower witnesses

Before taking sides, kids should
ask:

* “Why am | doing this?”

* “Is it really going to make things
better?”

* “Would | do the same thing if
the positions were reversed?”
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But defending a friend is also one of the most common reasons why kids cyberbully others, and it can lead to a major escalation both in terms of the scale of the situation and its impact.

So while we do want to encourage our children to do something when they witness cyberbullying, it’s also important to make sure they’re doing it for the right reasons.

Before taking sides, encourage them to ask themselves:

“Why am I doing this?”
“Is it really going to make things better?”
And “Would I do the same thing if the positions between the target and perpetrator were reversed?”

(And of course, it’s also a good reason to default to strategies that are least likely to make things worse, like comforting the target privately.)



What do | do if...
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So far we’ve talked about what we can do before our kids are involved in cyberbullying. Let’s end by taking a look at how we can respond to something that’s already happened.


What do | do if... I’'m worried my child is
being cyberbullied?

* Open conversation
e Listen without judgment

* Ask open-ended questions:
* “What exactly happened?”
e “What can we do to fix this?”
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Unfortunately, there are no reliable signs that a child is being cyberbullied. They may seem upset or stressed, they may start having trouble at school, they may start to experience headaches or stomach aches, they may avoid their usual online apps and platforms or use them more often – or they may not show any of those signs, and none of those are specifically signs of cyberbullying. 

All we can do, then, is try to keep having open conversations with our kids about every part of their lives – including their online lives – and how they’ll come to us if something goes wrong.

The most crucial first step if your child does come to you is to be prepared to listen without judgment. Teens are more likely to seek help if they believe their parents will listen and not overreact.

 Ask open-ended questions: The initial focus should be on framing the question: "What exactly happened?" and "What can we do to fix this?


What do | do if...

my child is cyberbullied?

* Get a record of what happened
* Tell them it’s not their fault -
* Empower them to fix things

* Don’t cut off access to devices or apps
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Tell your children to make sure they have a record of what happened if somebody is mean to them online. If it’s something that was sent directly to them, make sure they save it. If it’s something that can be deleted (a tweet, a status update, etc.) have them take a screenshot

Remind your kids that it’s not their fault if they are being cyberbullied. Nothing they do makes it okay for people to be mean to them, and nothing about them justifies people being mean to them.

Empower your child by asking them what they would like to see happen and what they think might make things better. 

In general, don’t advise your child to avoid digital devices or the specific platform where it happened as a way to stop the bullying. Cyberbullying can keep happening even when the target is offline, and kids shouldn’t be punished for being targets of cyberbullying. 


What do | do if...

my child may be cyberbullying someone
else?

e Stay calm
* Get their point of view

* Get other perspectives
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If you think that your child may be involved in cyberbullying someone else, or if they’ve been accused of it, the most important thing is to stay calm – don’t react immediately to punish or defend them. As parenting expert Melinda Wenner Moyer says, the first step should be “to hear your child’s perspective,” but “this doesn’t mean you need to accept [their] story at face value – and if you find yourself doing that, do a self-check.” 

Get as many different perspectives on what happened as possible. As we’ve seen, there is a big overlap between experiencing, perpetrating, and witnessing cyberbullying, so untangling the situation may take some work.

(Melinda Wenner Moyer, How to Raise Kids Who Aren’t Assholes)


What do | do if...

my child did cyberbully someone else?

* Find out why and respond accordingly
* Challenge “sneaky excuses”

* Impose d consequence
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If you find out that your child has cyberbullied someone, the most important thing is to find out “Why.” This will determine what you need to work on in the long-term: kids who were “just having fun” need to learn that their actions can do real harm and to resist the social norms that encourage meanness and cruelty, those who felt they were defending themselves or a friend need to learn better strategies for responding to cyberbullying, and those who reacted out of anger need to work on their emotional toolbox. Make sure to directly challenge any “sneaky excuses” they use like blaming the victim, minimizing the harm, finding justifications for what they did or pointing to things other people did that were worse.

In the short term, some kind of consequence is likely to be appropriate. Again, avoid taking away access to devices or their favourite apps, except possibly for a very short period: remember that kids who cyberbully others are likely to be cyberbullied themselves, and you want them to come to you if that happens (or if they get into any kind of online situation they don’t know how to deal with.)

Instead, some kind of restitution is likely to work best, such as writing an apology letter in which they “take ownership for their behaviour and explain what they’ll do to make up for it.” They don’t necessarily have to send that apology, especially if doing so might reignite “drama”; just the act of writing it is often enough to change their behaviour in the future.


Special considerations

Youth with e Make sure rules are clear
disabilities and
neurodivergent
youth experience
more risks and
benefits from being
online

* Don’t make assumptions
* Don’t overprotect
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Finally, there are some context that deserve special consideration. One is youth with disabilities and neurodivergent youth, who experience both more risks and benefits from being online, and may be at higher risk of experiencing, engaging in and witnessing cyberbullying. There’s also some evidence that these have a more serious impact on them.

In this case, it’s particularly important to make sure that your rules are clear and that kids understand how to follow them. Don’t make assumptions about what they are or aren’t doing online, and while it is important to help them stay safe online, being overprotective can keep them from coming to you when they have a problem. You also shouldn’t assume they understand how things like blocking and muting work, or even that adding someone as a “friend” on a social network does not necessarily mean you have more friends.


Special considerations

The Safe Schools Act
covers online
behaviour, even if it
is done outside the
school

A judge can order intimate
images to be taken down

One in six young people
would turn to the law if two
efforts had failed
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The other context is when cyberbullying situations cross the line of criminal law – such as when harassment leads to a target feeling unsafe, or when someone’s intimate image is shared without their consent. 

Schools and workplaces are required to provide a safe environment for their students or employees, and must take any appropriate action to do so. A school, therefore, might punish a student for online behaviour that’s making it hard for other students to learn in a safe environment. In Ontario, the Safe Schools Act has been changed to specifically include online behaviour: students can now be suspended or expelled for cyberbullying, even if it is done outside the school.

Sharing intimate images without the consent of the person in them is a crime, and a judge can order those images to be taken down from the internet. 

While just one percent of kids list calling the police as the first or second response to an imagined cyberbullying incident, one in six (14 percent) said they would call the police if they had tried two other methods to resolve the situation without success, so it’s important for kids to understand that the law can help.


Thank you | Merci
mediasmarts.ca
habilomedias.ca

o

Medi?:\Smarts
HabiloMédias
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Thank you for listening.
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